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ABSTRACT

Automatic target recognition (ATR) models generally consist of machine learning (ML) models trained on a
collection of clean, well-labeled data samples with a fixed known set of target classes. During deployment, it is
assumed that these models operate over new data samples that align with those from the training data distri-
bution. Practical systems require updating ATR models over time in response to changing sensor technology,
sensor degradation, changing environmental conditions, appearance of new targets, and adversarial interference.
This work focuses on class-incremental synthetic aperture radar (SAR)-based ATR where new classes are se-
quentially added to an existing ML model, and the model has limited access to data samples from past targets
during training. The model must balance the ability to adapt to unseen targets with the ability to maintain high
recognition accuracy on past targets. Continual learning introduces additional avenues for corrupting models
during data collection. We study class-incremental SAR ATR under three types of noise that may arise during
data collection that may interfere with learning: noisy labels, perturbed data measurements, and adversarial
poisoning attacks. We propose a novel approach that constructs a small noise-tolerant experience replay buffer
based on selecting coresets using the CRUST1 algorithm. Experiments are conducted on the MSTAR2 and
SynthWakeSAR3 datasets to validate the utility of the approach. To test effectiveness against adversarial poi-
soning attacks, we adapt the “Scattering Model Guided Adversarial Attack” algorithm (SMGAA)4 for inserting
backdoor triggers.

Keywords: SAR-Based Automatic Target Recognition, Continual Learning, Class-Incremental Learning, Ro-
bust Machine Learning, Coreset Selection

1. INTRODUCTION

Automatic target recognition (ATR) involves autonomously analyzing sensor data to identify and classify objects-
of-interests (targets). For defense applications, targets generally consist of different classes of vehicles, man-made
structures such as buildings, and natural background clutter (e.g., flocks of animals and vegetation). This work
focuses on ATR from synthetic aperture radar (SAR) imagery.

Many modern ATR models consist of machine learning (ML) models that map input sensor data to output
target labels. Traditionally, these models are trained on a collection of clean, well-labeled data samples with
a fixed known set of target classes. During deployment, it is assumed that these models operate on new data
samples that align with those from the training data distribution. In contrast, practical systems often require
updating ATR models over time in response to i) changing sensor technology, ii) sensor degradation and failure,
iii) changing environmental conditions, iv) adversarial interference, v) appearance of new targets, and vi) other
factors. Recent work has started to focus on (class-)incremental ATR (see Section 2.3), where new target classes
are added sequentially over time to an existing ML-based recognition model. Due to constraints on the system
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(e.g., limited memory, controlled access to past data, limited resources for model training), the recognition model
has limited access to past data samples when performing model updates. This means that the model must be
able to adapt to shifts in the data distribution using at most i) a small, fixed-size buffer of past data samples and
ii) access to a newly collected set of data samples from a previously unseen data distribution. In this continual
learning (CL) problem,5,6 the model must balance plasticity (ability to adapt to unseen targets) with stability
(ability to maintain high recognition accuracy on past targets).

Unlike traditional ML, CL consists of a repeated loop of data collection followed by model updates. This
problem structure introduces additional avenues for model corruption. This work investigates class-incremental
SAR ATR under three types of noise that may arise during data collection that may interfere with learning:

1. Label Noise: Data annotation is expensive in a CL system, which requires continuous data collection
and labeling. To reduce the burden and expense of human annotation, data labeling can be automated
in several ways. For example, targets can be automatically (imperfectly) filtered from uninformative
background measurements, which may introduce false detections. Furthermore, inexact pseudo-labeling
can be employed: for each new data collection event, humans can annotate a small subset of the data and
semi-supervised learning7 can be applied to assign (initial) labels to the remaining target data. Both of
these methods (and even purely human-driven annotation), introduce errors in the labeling of the data,
which provide antagonistic feedback that may disrupt the continual learning process.

2. Measurement Noise: Noise can also arise in the measured data. For example, sensors can fail over time
introducing artifacts into the captured imagery. Additionally, severe environmental conditions can produce
perturbed sensor measurements. Speckle is an especially common8 type of measurement noise that can
appear in SAR imagery.

3. Adversarial Noise: SAR ATR is commonly used in intelligence, surveillance, and reconnaissance (ISR)
use cases. In such applications, adversaries may try to exploit flaws in the ATR models to avoid detection
or trigger false detections. Recently, there has been some work on physically-plausible adversarial attacks
for SAR ATR4,9 where scatter patterns of targets-of-interest are manipulated to avoid detection. Similar
ideas can be employed for poisoning incremental ATR models, where adversaries may try to insert backdoor
triggers10 that encourage ATR models to misclassify targets when specific trigger patterns are encountered.

Most existing work for incremental SAR ATR fail to consider how noise in the data collection pipeline
can corrupt the recognition models, reducing the utility of the model and potentially, making the model more
susceptible to adversarial manipulation. In contrast, we propose a novel, theoretically-motivated algorithm for
noise-tolerant (w.r.t. both label and measurement noise) class-incremental SAR ATR. Our approach, Continual
CRUST, leverages a coreset-based replay mechanism that extends the CRUST algorithm1 to the continual
learning setting. CRUST has been previously shown to be robust to noisy labels in the static learning setting.
We derive additional theoretical guarantees on CRUST’s robustness to measurement noise.

To understand the problem and evaluate our approach, we conduct experiments on the benchmark MSTAR2

and SynthWakeSAR3 datasets examining:

• Challenges associated with SAR ATR in the continual learning setting

• Resilience of CL algorithms to label flipping noise under different formulations of the class-incremental
learning problem

• Ability of the proposed Continual CRUST algorithm to filter foreground from background data samples

• Resilience of the proposed Continual CRUST algorithm to measurement noise (including robustness to
realistic speckle as well as total sensor failure/ total image corruption)

• Resilience of the proposed Continual CRUST algorithm to adversarial noise in the form of physically-
plausible poisoning attacks.



To explore robustness to physically-plausible backdoor attacks, we generate a poisoned variant of the MSTAR
dataset by adapting the \Scattering Model Guided Adversarial Attack" algorithm (SMGAA) 4 , which was
originally designed for avoidance attacks, to the problem of inserting backdoor triggers.

When confronted with signi�cant label noise, our proposed algorithm shows promising improvement over
existing baselines. When confronted with signi�cant measurement noise, our proposed algorithm shows similar
performance as existing baselines, but shows improved purity (�ltering of noisy samples) in the learned coresets.
Preliminary studies suggest that a possible weakness of our method is susceptibility to backdoor triggers under
heavily poisoned data sets.

2. RELATED WORK

2.1 Overview of Continual Learning

Continual learning11, 12 involves training an agent on a sequence of tasks, where as the agent encounters new tasks,
it must balance plasticity (adaptation to the new task) and stability (maintaining performance on previous tasks).
There are three major classes of problem in supervised continual learning:12 task-incremental learning (TIL) ,
domain-incremental learning (DIL) , and class-incremental learning (CIL). In TIL, an agent solves sequences of
tasks with explicit knowledge of the identity of the current task-of-interest. In DIL, the current task-of-interest
is not known by the agent, but the structure of the problem remains consistent between tasks as novel data
distributions appear. In CIL, new class sets are added over time. This work primarily focuses on the CIL
setting; although, we expect the proposed algorithm could be adapted to the other problem settings.

Most algorithms for CIL follow one of three strategies.13 Memory-based methods14{19 ) save data samples
(or derived representations) from previous tasks and periodically \replay" the samples to reduce catastrophic
forgetting. Regularization-based methods20{22 attempt to prevent neural networks from over�tting to the new
task by constraining the learning behavior of neural networks, e.g. by penalizing large changes in the weights of
the network. Architecture-based methods23{27 adaptively modify the model architecture (e.g. by incrementally
growing and pruning the architecture). This paper proposes a memory-based approach to CIL using noise-
tolerant coresets as the memory mechanism.

2.1.1 Memory-Based Approaches for Continual Learning

In many practical settings, continual learning algorithms are restricted to run on hardware with constraints on
computation, e.g. edge-based processors on small unmanned aerial vehicles. Often time and energy constraints
make it infeasible to retrain models using all of the data obtained from past and current data collection events.
These limitations necessitate that CL models must be able to perform model updates with at most a small, �xed-
size memory (replay bu�er) available. The primary concerns of memory-based CL is i) how to intelligently select
or compress past examples to �t within the �xed memory bu�er while ii) minimizing catastrophic forgetting on
past tasks and iii) minimizing interference with learning new tasks.

The simplest form of memory-based continual learning israndom experience replay, which randomly selects
samples to add to the bu�er at the end of every learning experience.Prioritized replay 15, 28, 29 selects samples for
the replay bu�er more intelligently by employing heuristics. Coresets are a mathematical tool that is e�ective
at summarizing large datasets using only a few data points, which makes them useful tools for constructing
replay bu�ers. 30{32 The quality of data samples w.r.t. downstream classi�cation performance can often be
approximated from gradients. Many approaches usegradient information to construct replay bu�ers. 16, 19 Our
approach leverages gradient information to form coreset-based bu�ers. Other methods extractexemplars from
the training data to serve as a replay mechanism. For example, iCARL18 extracts exemplars using class means.
Often, it is su�cient to save intermediate representations (e.g. latent replay33) or compressed representations34

in place of raw data samples. Generative replay35 involves modeling the distribution of samples from past
experiences via learning agenerative model. Data can then be sampled on-the-
y from the generative model to
construct replay bu�ers that have higher diversity.



Figure 1. An illustration of the basic class-incremental SAR ATR problem with memory-based replay. Data is collected
consisting of new classes. This data simultaneously updates the replay bu�er (to preserve performance on classes that
have been observed in the past) and recognition model (to adapt to new classes). As new data collection events occur,
this process is repreats.

2.2 Noise-Tolerant Continual Learning

Continual learning introduces an iterative data collection-model update loop. This loop exposes a unique attack
vector for corrupting model training if noisy samples are introduced during the data collection stages. Recent work
has examined multiple directions of attacking continual learning agents. These approaches36{42 are designed to i)
induce forgetting, ii) prevent the learning of new tasks, and iii) inject backdoor triggers. Of particular relevance
to this work, Li et al. 37 showed that continual learners are susceptible to label 
ipping attacks.

Several approaches43{48 have sought to improve the noise tolerance of continual learning algorithms. Many
of these works focus on adversarially-robust continual learning. Other works focus on label noise49{52 and on
non-adversarial measurement noise.31 Existing approaches generally focus on one class of noise and generally
rely on empirical validation as evidence of noise tolerance. We propose an approach for continual learning that
is theoretically-motivated and empirically-validated to be robust to both label and measurement noise.

2.3 Machine Learning for SAR ATR and Incremental SAR ATR

ATR involves three components:53 detection of the potential targets, discrimination to reduce false detections,
and classi�cation of the isolated target-of-interest. In this work, we are primarily concerned with the classi�cation
step. In the early days of machine learning-based SAR ATR, methods employed hand-crafted feature extraction54

in combination with shallow machine learning models. This pipeline has since been replaced with deep learning-
based approaches that simultaneously learn the feature extractor and classi�er. We refer the reader to a recent
survey paper by Li et al.55 for a more complete treatment of the topic of deep learning applied to SAR ATR. Re-
cently, there has been great interest56{83 in developing ATR models that can learn incrementally. These methods
vary widely, spanning many topics including few shot incremental learning, incremental open world/set classi-
�cation, exemplar-based approaches, distillation-based approaches, and data augmentation/simulation-driven
approaches, among many others. In contrast to the work presented in this paper, many of these approaches do
not view the incremental SAR ATR problem through the lens of resilience to noisy data collection.

3. METHODS

3.1 Class-Incremental ATR Learning Problem

We �rst de�ne the basic problem our algorithm is designed to address. There are multiple ways of formulating
class-incremental learning problems. We �rst describe the most basic formulation,disjoint incremental learning,
and then discuss a relaxation of the problem toblurry incremental learning. In most of our experiments, we



evaluate using the blurry setting, but we have veri�ed that Continual CRUST can also work under the disjoint
setting in some cases.

3.1.1 Disjoint Incremental ATR

We provide a visual aid for the disjoint incremental ATR setting in Fig.1. In the disjoint incremental setting, 18

training data is partitioned into disjoint sets based on their class labels. The model training is broken up into
a sequence oflearning experienceswith disjoint sets of classes per experience. Suppose there are six classes (A,
B, C, D, E, and F), and each learning experience consists of two classes. Then, the system may collect data for
classes A and B and then update the recognition model. Next, the system may collect data for classes C and
D and then update the recognition model. Finally, the system may collect data for classes E and F and then
update the recognition model. In each case, the model only has the capacity to store a few samples from the
most recent experience before moving on to the next experience.

In practice, the partitioning of the training classes and the need for sequential learning would arise naturally.
For example, over time, new vehicles are developed, so class sets can grow. Similarly, surveillance targets change
over time, and di�erent adversaries have access to di�erent technologies, which result in di�erent target sets.

We now provide the formal mathematical description of the problem. Continual learning addresses the
challenge of learning from a dynamic stream of data that exhibit signi�cant distribution shifts. Let f (x t ; yt )gT

t =1
be a sequence of input-output pairs (data and labels in the supervised case), wherex t 2 X (the set of all training
samples) andyt 2 Y (the label set of all training samples). The goal is to learn a functionf � : X ! Y that
minimizes:

min
�

E(x;y ) � pt (x;y ) [L (f � (x); y)] (1)

where pt (x; y) is the joint distribution at time t, and L is a loss function. In most CL settings, the learning
process is divided into sequences ofK tasks with associated probabilities pk (x; y). We can express the CL
objective as:

min
�

KX

k=1

E(x;y ) � pk (x;y ) [L (f � (x); y)] (2)

This objective is subject to a constraint that performance on previous tasks does not signi�cantly degrade:

E(x;y ) � pj (x;y ) [L (f � (x); y)] � � j ; 8j < k (3)

where � j represents the acceptable level of performance degradation on previous tasks.

3.1.2 Blurry Incremental ATR

Blurry incremental ATR 19 is a relaxation of disjoint incremental ATR. Di�erences between disjoint and blurry
learning are highlighted in Fig. 2. Unlike disjoint learning where experiences are restricted to disjoint sets of
classes between experiences, blurry learning consists of experiences that contain a mix of i) major classes, which
make up the majority of the data within an experience, and ii) minor classes, which consist of a subset of the
other potential classes and form a small proportion of data within an experience. In our experiments, the major
classes are disjoint between experiences, and the minor classes always contain some samples from the remainder
of all classes not within the major classes. However, our proposed algorithm is designed to trivially generalize
to other other settings (e.g. with repeated major classes and with minor classes consisting of subsets of the
remainder classes).

This is a more realistic re
ection of what would likely occur in practice where data collection events may
accidentally capture targets that are not currently of interest, but may become targets-of-interest in future data
collects. Furthermore, we've empirically observed that training on blurry incremental learning scenarios bene�ts
the coreset selection algorithms used to construct the replay bu�ers, especially when class di�erences are very
subtle/�ne-grained as is the case in the SynthWakeSAR dataset.



Figure 2. An illustration of the di�erences between disjoint and blurry incremental learning. Unlike disjoint learning
where experiences are restricted to disjoint sets of classes, blurry learning consists of experiences that contain mix of i)
major classes, which make up the majority of the data within an experience, and ii) minor classes, which consist of a
subset of the other potential classes and form a small proportion of data within an experience.

3.2 Experience Replay for Class-Incremental Learning
The most straight-forward method for adapting machine learning models for new classes is to store the entire set
of data encountered up to the current time and perform full model retraining. However, this is computationally-
expensive in multiple ways. This requires saving all data samples from past classes, which can be a signi�cant
burden on memory. Furthermore, retraining on all data can be time-consuming and require many passes through
the full dataset, which can require many compute cycles, blocking these compute resources from being used for
other tasks and may result in increased energy consumption. An alternative approach is to �netune the model
using just data from the new class. However, without special machinery (CL algorithms), this induces signi�cant
over�tting of the new class and catastrophic forgetting of past classes. To overcome these limitations,experience
replay can be employed where a small, �xed-size memory (replay bu�er) may be used to augment training during
periodic model updates. Experience replay helps by storing samples from previous experiences/classes in a bu�er
after each data collection/model update phase. These samples are then replayed during the next model update,
allowing the network to revisit and re�ne its knowledge about previous classes while integrating knowledge about
new classes. While this idea is simple, there are a few components of the replay selection algorithm that de�ne
how e�ective this strategy is in practice:

1. How many samples need to be stored to successfully represent past observations?

2. How are the data samples selected (and more generally, how is the replay bu�er periodically recon�gured)
to maximize usefulness during subsequent replay periods?

3. How are samples drawn from the experience replay bu�er and merged with samples from the new class
during model updates?

Answering question (1) can be determined through experimentation, and In this work, we employ strati�ed sam-
pling to address question (3). The solution to question (2) requires rigorous algorithmic formulation. We employ
mathematically sound techniques to identify coresets that are representative of known classes that naturally
�lter out data samples that are uninformative or disrupt the learning process. Speci�cally, we adapt the CRUST
technique,1 originally developed for the static learning setting, to the continual learning setting.

3.3 Coresets for Robust Training of Neural Networks (CRUST) 1

A coreset84 S for a stationary dataset X w.r.t. to a loss function L is a weighted subset ofX that approximates
the loss of the full dataset for any set of parameters� :

jL (X; � ) � L (S; � )j � � jL (X; � )j 8� (4)



where � is a small error parameter.

CRUST1 is a method developed by Mirzasoleiman, Cao, and Leskovec as a means of training of neural network
(NN) classi�ers that are theoretically and empirically robust to data containing noisy labels. The key idea of
CRUST is to select subsets of clean and diverse data points that allow a NN to learn from the training data while
avoiding over�tting to noisy labels. Examining the training dynamics of neural networks, one can observe that
samples with clean labels tend to produce consistent and similar gradients w.r.t. the NN parameters. CRUST is
built around two observed properties85 of NN learning dynamics: i) learning along the singular vectors associated
with the larger singular values of the Jacobian is fast and generalizes well, while learning along the singular
vectors associated with smaller singular values tends to be slow and prone to over�tting; and ii) when label noise
is present in a dataset, it tends to fall within the space of small singular values and impedes generalization.
The original CRUST paper identi�es coresets by �nding the medoids of the data points that minimize average
gradient dissimilarity to all other data points from a given training dataset, which as a result of the above
properties, avoids over�tting noisy labels.

Let V denote the complete dataset. CRUST formulates the selection of a coresetS of sizek as ak-medoids
problem:

S� = arg min
S� V

X

i 2 V

min
j 2 S

dij s.t. jSj � k (5)

wheredij = krL (x i ; � ) � rL (x j ; � )k2 is the pairwise di�erence between gradients of samplei from V and j from
S. Note that this optimization does not yield the optimal rank- k approximation of the Jacobian, but instead is
a close approximation of the Jacobianfor samples with clean labels. To further improve e�ciency, CRUST uses
a greedy iterative procedure exploiting the submodular structure of the problem.

Mirzasoleiman1 proved that deep networks trained with gradient descent using the coresets output by CRUST,
characterized by containing only a small fraction of data points with noisy labels, do not over�t the noisy labels:

Theorem 3.1. (Robustness to Label Flipping )1 Assume that gradient descent is applied to train a neural
network with weightsW using the mean-squared error (MSE) loss on a dataset of total sizen containing some
portion of samples with noisy labels. Suppose that the Jacobian of the network isL -smooth. Assume that the
dataset has label margin of� , and coresets found by CRUST contain a fraction of� < �

8 noisy labels. If the

coreset approximates the Jacobian by an error of at most� � O ( �� 2

k� log(
p

k=� )
), where� =

p
rmin � min (J (W; X S ))) ,

� = kJ (W; X )k + � , then for L � ��
L

p
2k

and learning rate � = 1
2� 2 , after � � O ( 1

�� 2 log(
p

n
� )) iterations the NN

classi�es all samples in the Coreset correctly.

where r min is the size of the smallest cluster over thek-medoids, � min is the smallest singluar value, and
the label margin � is a dataset-speci�c constant.86 Theorem 3.1 says that the number of iterations� to �t the
coreset is proportional to log

� p
n

�

�
. As the noise fraction � increases,� decreases for the same size of Coreset,

which may initially seem counterintuitive. However, with more noise, the Coreset becomes less representative of
the true data distribution, making it easier to �t (see robustness due to early stopping in86) but potentially less
useful for generalization. Additionally, as � increases, the approximation error bound� for the Jacobian matrix
grows inversely on the order log

� p
k

�

�
.

Practical incremental ATR systems are not limited to facing noise in the label space, but may also encounter
perturbed measurements. In SAR ATR, measurement noise is extremely common in the form of speckle. In
Appendix A, we prove that training on coresets discovered by CRUST is not only robust to label noise but is
also theoretically robust to uncorrelated additive perturbations in the measurement (under similar assumptions
of the previous theorem).

We provide the new bound for CRUST under general additive noise in the instances, i.e.,~X = X + E X . The
following terms EJ 1 and EJ 2 appear in the bound and are associated with the Jacobian of the NN loss evaluated
at the perturbation. For the Jacobian, we have

J (W; X + EX )T = J (W; X )T + J (W; EX )T (6)

= J (W; X )T + EJ 1 (7)



Definition 3.2. (Average Jacobian)86 We de�ne the Average Jacobian along the path connecting two points
u; v 2 Rp as

�J (v; u) =
Z 1

0
J (u + � (v � u))d�

Let �J (v; u; x) = �J (v; u)

�
�
�
�
x

denote the average jacobian evaluated atx. Let Ŵ = W � � rL (W ) denote a one-step

gradient update to the NN weights. Then,

�J (Ŵ ; W; X + EX ) = �J (Ŵ ; W; X ) + �J (Ŵ ; W; EX ) (8)

= �J (Ŵ ; W; X ) + EJ 2 (9)

where EJ 2 = J (Ŵ ; W; EX ). Additionally, we de�ne Emin and Emax as the numerical errors corresponding to
the smallest and largest singular values, respectively. In contrast to Theorem 3.1, our bound depends on the
residual error after T iterations of NN training on the Coreset.

Definition 3.3. (Residual) rT = f (X; W T ) � Y .

Theorem 3.4. (Robustness to Measurement Perturbations )
Assume that gradient descent is applied to train a neural network with mean-squared error (MSE) loss on a dataset
with � fraction of perturbed data samples of the form ~X = X + EX . Suppose the Jacobian isL -smooth. If the
coreset approximates the Jacobian with an error of at most� � O

�
�� 2

k� log( � )

�
, where� =

p
r min � min (J (W; X S )) �

Emin and � = kJ (W; X )k2 + � + Emax , then for L � ��
L

p
2k

and a learning rate � = 1
2� 2 , after

T � O

 
1

�

 
�

2
+ E J 2 � + E J 1 � � �E J 2

� 3

2
� �E J 1

�

3

! � 1

log
kr 0 k2

�

!

iterations, � > 0 is a constant that ensures thatkrT k2 � � , the NN classi�es samples in the Coreset correctly.

We include the full proof of the theorem in Appendix A. In this case, convergence depends on both the size
of the perturbations and the amount of data that exhibits perturbations. The theorem illustrates an important
relationship between the fraction of perturbed data, � , and the error in approximating the Jacobian, � . As �
increases (data becomes noisier), the upper bound on� also rises, but at a slower rate compared to the case of
label noise. While noise does impact classi�cation accuracy, its e�ect is more gradual. Similarly, as� increases,
the number of iterations required to �t the coreset decreases due to containing fewer clean examples available
for learning. This decrease in iterations is not as rapid as seen with label noise.

3.4 Coresets for Robust Continual Training of Neural Networks (Continual CRUST)

In the previous section, we introduced the CRUST algorithm and discussed its theoretical robustness to both
label noise and measurement noise. These noise-tolerance properties make CRUST an algorithm that is practical
and well-suited for learning in the noisy settings often encountered by SAR ATR systems. However, CRUST is
designed for stationary machine learning problems where the recognition model has knowledge of all potential
target classes and access to the complete training set.

The major algorithmic contribution of this paper is the extension of the CRUST algorithm to the nonsta-
tionary, class-incremental SAR ATR setting. We leverage CRUST's ability to select clean, compact, and diverse
coresets that are representative of the full dataset to serve as the mechanism for selecting samples for an expe-
rience replay bu�er (introduced in Section 3.2). We denote our algorithm asContinual CRUST. The main idea
behind Continual CRUST is to recon�gure the replay bu�er after every data collection event (or more generally,
within each learning experience) to �nd a coreset that can be used to update the model to preserve knowledge
of past targets while incorporating information about new targets-of-interest.

Every time a data collection event occurs, it triggers a learning experience. Our training procedure consists
of two phases:



1. Phase 1 (Exposure to New Target Distribution): The full data for the newest targets-of-interest is
combined with the data from the CRUST-based replay bu�er to �netune the neural network for feature
extraction and target recognition with a standard cross-entropy loss function. When sampling batches of
data, a weighted strati�ed sampler is used to ensure that the model sees diverse samples from the new class
without completely biasing the model towards the new class (inducing forgetting). The purpose of phase
1 is to i) maximally expose the recognition model to the new data distribution to capture novel features of
the new class and ii) seed the NN model with an \initial" state (w.r.t. the new class) that will lead to fast
convergence for replay bu�er recon�guration by Continual CRUST.

2. Phase 2 (Recon�guring Replay Bu�er): The full data for the newest targets-of-interest is combined
with past target data from the replay bu�er up to the previous experience. CRUST is used to recon�gure
the replay bu�er, sampling target classes proportional to the levels they've been observed, so targets that
have previously appeared as major classes are selected at a much higher rate than targets that have only
appeared as minor classes up to the current learning experience. The neural network feature extraction
and classi�cation layers are then �netuned on only the replay data (which now includes the new targets)
with a standard cross-entropy loss function. After every training epoch during phase 2, the replay bu�er
is incrementally recon�gured. Training accuracy is tracked, and the coreset that results in the highest
accuracy becomes the replay bu�er for the next learning experience.

We show pseudo-code for the basic version of our algorithm in Alg. 1.

3.5 Scattering Model-Guided Adversarial Attacks (SMGAA) for Poisoning Incremental
SAR ATR Systems

We've described the main algorithmic contributions of our approach, a method for noise-tolerant class-incremental
SAR ATR. We plan to evaluate our approach on three types of noise: label noise, measurement noise, and ad-
versarial noise. How to create datasets for evaluating label and measurement noise is well-understood. However,
since adversarial attacks of incremental SAR ATR systems is a new research area, we need to develop basic
techniques for generating physically-plausible poisoning attacks.

Adversarial attacks can be broadly classi�ed into two major categories:

ˆ Evasion Attacks: This class of attack manipulates target appearance (either physically or in the
measurement data) in order to fool a recognition model into misclassifying or misdetecting the samples.
For example, an adversary might want to modify the appearance of a tank in order to fool the recognition
model into thinking that speci�c instance of the tank is a truck. Importantly, evasion attack models have
no interaction with the training procedure of the recognition model, and to formulate the attack often
requires using a proxy recognition model to approximate the behavior of the true recognition model.

ˆ Poisoning Attacks: In contrast, poisoning attacks try to manipulate target appearance during the data
collection phase in order to corrupt the learning behavior of the recognition model (e.g. insert backdoor
triggers that cause the model to misclassify targets when certain patterns appear in the measured data or
induce forgetting of speci�c targets to avoid future detections). In this case, the adversary has knowledge
of when a data collection might occur, but is still unlikely to have direct access to the recognition model
and likely requires using a proxy recognition model in the formulation of the attack.

Our experiments w.r.t. adversarial attacks focus on poisoning attacks since the nature of continual learning
introduces many opportunities for an adversary to corrupt recognition models.

There is a lot of work on evasion87 and poisoning attacks88 for electro-optic imagery, including for speci�cally
attacking continual learning algorithms.36{42 However, these attacks make assumptions that are ill-suited for
SAR ATR. Speci�cally, these attacks often occur as a posthoc manipulation of an already-captured image. This
is sometimes reasonable for the electro-optic domain where image datasets are often collected via mining the
Internet. In defense applications, data collection and ML model sharing are much more restricted dues to national
security concerns. As such, in the SAR ATR domain, manipulations must occur in the physical domain (e.g.



Algorithm 1 Continual CRUST
1: Given : Neural network f � with L layers and trainable parameters� 1; : : : ; � L .
2: Input : Dataset for the current experienceD i = ( X i ; Yi ) consisting of measurementsX i and corresponding

target labels Yi .
3: Hyperparameters : Learning rate � ; Fixed coreset sizes; Phase 1 epochse1; Phase 2 epochse2; Phase 1

batch iterations b1; Phase 2 batch iterationsb2;.
4: Learns : Replay bu�er (coreset) S (initially empty) and updates f � (initialized randomly or from pre-training

on large dataset such as ImageNet).
5: for i in CIL Experiences do
6: repeat e1 times
7: repeat b1 times
8: Db  strate�ed sampler(D i [ Si � 1) . Sample batch
9: f �  SGD(L ; �; �; D b) . Update neural network

10: end
11: end
12: Si � 1  Si . Save previous experience replay bu�er
13: repeat e2 times
14: Si  ;
15: for c in Observed Target Classes do
16: Sc � Si � 1 for data of classc in previous experience replay bu�er Si � 1

17: D c � D i for data of classc in current experience datasetD i

18: Jc  Sc [ D c

19: . Merge instances of classc from replay bu�er and current experience into joined dataset
20: Gc  r (L CE (Jc); � L � 1) . Calculate gradient w.r.t. last layer params.
21: sc � s  compute subcoresetsize(c)
22: . Compute number of samples to allocate to classc in the experience replay bu�er
23: S0

c  CRUST(Jc, Gc, sc)
24: . Perform CRUST on classc dataset to select samples for replay bu�er
25: Si  Si [ S0

c
26: end for
27: repeat b2 times
28: Db  sampler(Si ) . Sample batch
29: f �  SGD(L ; �; �; D b) . Update neural network
30: end
31: end
32: end for



Figure 3. An example of inserting a backdoor trigger into the data samples in a physically-plausible manner. In this case,
a trigger was identi�ed that successfully targeted the T62 class. It was then inserted into the same class and a di�erent
class (BRDM2).

by manipulating the appearance of the target). There has been some work on developing physically-plausible
evasion attacks for SAR ATR, generally by manipulating the electromagnetic scattering response of the target4

and by hiding the attacks in the speckle.9 However, since incremental SAR ATR is a topic that has only gained
signi�cant interest in the last few years, few techniques exist that focus on poisoning attacks in the incremental
SAR ATR setting. As such, we repurpose an existing physically-plausible evasion attack for the purposes of
inserting backdoor triggers10 with limited but promising success.

We leverage the \Scattering Model Guided Adversarial Attack" ( SMGAA)4 algorithm of Peng et al for
intelligently generating backdoor triggers as the basis for our poisoning attack. A backdoor trigger is a speci�c
engineered input pattern that a trained model has been corrupted to strongly associate with a speci�c target.
When the recognition model encounters a target with an active trigger, it will misclassify the target, but in when
the trigger is absent, the recognition model performs as it normally would.

SMGAA de�nes a speci�c parametric scattering model, the Attributed Scattering Center Model, 89 and a
general imaging method to describe the scattering behavior of typical geometric structures in the SAR imaging
process. In the original SMGAA paper, a gradient-based optimization scheme is employed to tune the parameters
of the scattering model for individual instances of targets of interest. The goal is to generate a response that
causes a proxy recognition model to misclassify the speci�c instance of the target-of-interest in order to evade
recognition.

For our use case, we want to �nd a set ofcommon parameters of a generic scattering response (and its
associated geometric structure) that maximally reduces the con�dence of predicting a speci�c target averaged
over many instances of the target (i.e., minimizes the expected con�dence for a speci�c target class). By �nding
a trigger that lowers the con�dence in predicting the target class in general, the hope is that the trigger will
overpower the discriminatory features that the model would otherwise utilize, strengthening the association
between the trigger and target class. This is a common idea utilized by existing algorithms for generating
backdoor triggers. Then, during the data collection process, a large set of instances will be poisoned with
the trigger (e.g. by attaching the physical scatterer capable of producing the desired response to the target-
of-interest), encouraging the recognition model to learn a spurious association between the scatter pattern and
speci�c target class.

Note that in our experiments, we simulate the aforementioned poisoning process entirely via simulation using
the code base provided by SMGAA.4 Also note, that we are not trying to insert hidden backdoor triggers, which
are designed to be extremely di�cult to detect. This may be an interesting future direction to consider.

While SMGAA uses gradient descent to optimize the scatter pattern, we employ a di�erent technique. We
leverage the Optuna library90 to perform Bayesian optimization via Tree-Structured Parzen Estimators (TPEs).91

The optimization procedure to generate the poisoned dataset is simple:

1. A proxy recognition model is trained on the full static training dataset. In our experiments, this involves
training an E�cientNetV2 model 92 on the training split of the MSTAR dataset. Note that the proxy
model is intentionally chosen to not match the true recognition model (a small MobileNet model93) since
it cannot be assumed the adversary has access to the real recognition model.



2. The optimization system starts with an initial set of random parameters of the scattering model and
a speci�c target class to attack. In our experiments, we are optimizing the parameters of two distinct
scatterers placed along the boundaries of the object (obtained via the SARBake overlays94 for the MSTAR
dataset).

3. All of the training data is poisoned according to the current scattering model parameters.

4. Each poisoned sample is passed through the proxy recognition model to obtain con�dence scores associated
with predicting each target class. The average prediction con�dence for the true class is recorded and used
as the metric (objective function) for evaluating the success of the attack.

5. The TPEs model the multivariate distribution (via kernel density estimation) that associate the parameters
of the scattering model with the objective function. The TPEs then de�ne how to sequentially sample from
this distribution to intelligently search the parameter space to �nd a good solution to the optimization
problem, balancing exploration (selecting samples to improve the density estimation) and exploitation
(selecting samples likely to produce stronger attacks).

6. Every time the TPEs select a new set of parameters, the optimization loop repeats.

Once the optimization process terminates after a �xed number of iterations (200 iterations in our experiments),
the most e�ective set of scattering parameters is saved. This information can then be used to create poisoned
datasets with varying amounts of manipulated samples in a controlled manner.

Ultimately, we �nd that this method is e�ective at �nding useful triggers for some target classes but fails for
other classes. See Section 4.11 for more details. In our experiments, we target the T62 class. We show examples
of the learned trigger applied to the T62 and BRDM2 classes in Fig. 3.

4. EXPERIMENTS AND RESULTS

To understand the problem of noisy incremental SAR ATR and to evaluate the proposed approach, we conduct
a diverse set of experiments on the benchmark MSTAR2 and SynthWakeSAR3 datasets. These experiments aim
to understand the following:

ˆ Section 4.5: How challenging is the incremental SAR ATR problem compared to the static SAR ATR
problem?

ˆ Section 4.6: Does the addition of label noise make incremental SAR ATR a meaningfully more challenging
problem?

ˆ Section 4.7: Are existing continual learning algorithms (including Continual CRUST) empirically robust
to label noise?

ˆ Section 4.8: Does the addition of measurement noise make incremental SAR ATR a meaningfully more
challenging problem?

ˆ Section 4.9: Is Continual CRUST empirically robust to measurement noise?

ˆ Section 4.10: Are Scattering Model Guided Adversarial Attacks e�ective for constructing backdoor trig-
gers for the incremental SAR ATR problem?

ˆ Section 4.11: Is Continual CRUST empirically sensitive to adversarial noise in the form of poisoning
attacks (speci�cally, backdoor trigger attacks)?

Before we describe each experiment and the associated �ndings, we �rst describe the general experimental setting.



4.1 Datasets

We run experiments on two benchmark datasets for SAR ATR: MSTAR2 and SynthWakeSAR,3 which we brie
y
describe:

ˆ MSTAR: The \Moving and Stationary Target Acquisition and Recognition" (MSTAR) dataset is a widely
used benchmark dataset for SAR ATR and contains X-band SAR imagery of defense-relevant vehicles.
The dataset consists of ten classes (2S1, BMP2, BRDM2, BTR60, BTR70, D7, T62, T72, ZIL131, ZSU23)
composed of tanks, personnel carriers, trucks, bulldozers, self-propelled howitzers, and anti-aircraft artillery.
The version of the dataset that we use for our experiments consists of 2,747 training images and 2,426 test
images, split based on depression angle and with roughly evenly proportioned numbers of samples for the
ten classes. We resize images to be 224x224 for easy processing by a standard convolutional neural network
architecture. For generating poisoned data, we make use of the SARBake overlays94 to ensure scatterers
are placed on top of the targets-of-interest.

ˆ SynthWakeSAR: The SynthWakeSAR dataset consists of synthetic SAR images and is intended for
building models capable of classifying ship type based on ship wake signatures. SynthWakeSAR has
matched noise-free, realistic speckle, and despeckled data samples. In our experiments, we utilize the noise-
free and realistic speckle variants and in some cases, augment the dataset by arti�cially adding additional
measurement noise. Like MSTAR, SynthWakeSAR is composed of ten classes, consisting of variants of
cargo ships, �shing vessels, high-speed craft, passenger vessels, and tankers. For our experiments, we use a
subset of the dataset consisting of 32,260 images for training and 13,820 test images. As with MSTAR, we
resize all images to 224x224 for compatibility with the standard convolutional neural network architecture
used in our experiments.

4.2 Baseline Algorithms

While there are many recent papers focused on incremental SAR ATR published in the last few years (refer
to Section 2.3), for our experiments, we choose to compare against standard baselines and state-of-the-art
algorithms from the broader continual learning literature as these algorithms are more readily available and
generalize easily to new evaluation settings. In future work, it would be bene�cial to compare against algorithms
speci�cally designed for incremental SAR ATR. The algorithms we compare against include:

ˆ Joint Learner: The joint learner concatenates the data from all of the learning experiences and trains
a single model, converting the continual learning problem into a static machine learning problem. This
baseline serves as an approximation of the upperbound of what a continual leaner may be able to achieve
w.r.t. accuracy.

ˆ Joint Learner + CRUST: This baseline is a modi�cation of the joint learner by applying CRUST
on top of the full dataset. This baseline is useful for approximating how much performance is lost by
compressing the full dataset into a coreset.

ˆ Na•�ve Sequential Learner: The na•�ve sequential learner trains sequentially on one experience at a time
without any special machinery for continual learning. This often results in signi�cant over�tting to the
most recently seen classes since the model is unable to revisit past experiences. This baseline approximates
a lower bound on the continual learning problem and demonstrates the need for speci�c algorithms for
continual learning.

ˆ Random Replay: Random replay is the simplest form of experience replay where data samples are
selected for the replay bu�er using uniform random sampling after each learning experience.

ˆ Dark Experience Replay (DER): 17 DER is a popular algorithm in the continual learning literature
that mixes rehearsal (replay) with knowledge distillation and regularization. It works by trying to force
the current network's logits to match those sampled throughout the optimization trajectory, which has the
e�ect of encouraging stability of the learning process and maintenance of performance on past tasks. We
employ the implementation within the Avalanche framework95, 96 for continual learning.



ˆ DER++: 17 DER++ is an extension of Dark Experience Replay, which adds an additional term to
the objective function to stabilize learning when distribution shifts are very sudden. We employ the
implementation within the Avalanche framework.95, 96

ˆ Reservoir Sampling (RSV) 97 + DivideMix: 98 Reservoir sampling is a simple technique for selecting
data samples for the experience replay bu�er and solves the problem of keeping some limited number
m of n total items seen before with equal probability m

n when n isn't known in advance. Following the
experimental procedure of Bang et al.,50 we combine RSV with DivideMix,98 a technique for learning with
noisy labels for the static learning scenario, to improve the robustness of RSV under label noise.

ˆ Greedy Sampling (GS) 99 + DivideMix: Given a �xed memory budget, this sampler greedily stores
samples from the data-stream in such a way that asymptotically balances the class distribution. Following
the experimental procedure of Bang et al., we combine GS with DivideMix.

ˆ Rainbow Memory (RM) 100 + DivideMix: Rainbow memory is designed for the blurry-CIL setting.
Samples are selected for the memory by measuring per-sample robustness against perturbations. Diversity
in the memory is improved by sampling both perturbation-robust and more fragile data that helps the
models to preserve discriminative boundaries for each class. Following the experimental procedure of Bang
et al., we combine RM with DivideMix.

ˆ PuriDivER: 50 PuriDivER is a recent method designed for blurry-CIL. PuriDivER speci�cally attempts
to balance diversity of samples with purity (w.r.t. label noise) in the episodic memory, and proposes a label
noise-aware sampling method.

Note that we modify the code implementations from the PuriDivER code base50 to extend RSV, GS, RM, and
PuriDivER from streaming-based CL to batch-based CL.

4.3 Metrics

We consider several metrics when evaluating the baseline and proposed approaches on the incremental SAR ATR
problem. Let Ri ; j be the test accuracy on classj after training on class i .

ˆ Final Experience Average Accuracy: 16, 101 Let T be the �nal experience. After training on all
experiences,acc f inal = 1

T

P
j =1 ::T RT;j .

ˆ Forgetting: 16 Forgetting measures the loss of performance on previous experiences after learning new
experiences. We de�neforg = 1

jC j

P
i = j +1 ::T

P
j =1 ::T Rj; j � Ri;j where jCj is the number of pairwise

comparisons in the double summation. Ifforg > 0, the model has lost performance.

ˆ Memory Purity : Purity represents the proportion of clean samples selected within the replay memory,
where purity = 1 implies noiseless memory.

ˆ Poisoned Class Precision: For the adversarial noise case, we want to understand how e�ective the
poisoning attack was w.r.t. corrupting our continual learner. To understand this, we look at two metrics.
The �rst of these metrics looks at the precision ( true positives

true positives + false positives ) of predicting the poisoned
class. If precision is low, it means the recognition model is confusing other classes with the poisoned class,
so the poisoning attack was successful.

ˆ Poisoned Class Recall: The second metric we consider for evaluating adversarial robustness is the
poisoned class recall ( true positives

true positives + false negatives ). If this number is low, it means we've corrupted the
continual learner's ability to recognize the poisoned class, which means the target can successfully evade
recognition.



Table 1. Per learning experience training loop epochs for various CL algorithms.

Method(s)
Static Training
on Full Dataset

Phase 1:
New Data: Full

Past Data: Coresets

Online Streaming for
Memory Construction

Phase 2:
New Data: Coresets
Past Data: Coresets

Joint Learner,
Joint Learner + CRUST

80 Epochs
(Note: One Learning

Experience)
Naive Sequential Learner,
Random Replay,
Continual CRUST

40 Epochs
(Measurement Noise

Ablations: 20 Epochs)

20 Epochs
(Measurement Noise

Ablations: 10 Epochs)
DER, DER++ 60 Epochs
Reservoir Sampling,
Greedy Sampling,
Rainbow Memory,
PuriDivER

40 Epochs 1 Epoch
40 Epochs

(Note: Batch Size: 50)

4.4 Experimental Setup

Neural Network Training Hyperparameters: We use a MobileNet93 convolutional neural network as our
recognition model, initialized with weights trained on ImageNet102 (general electro-optic imagery). This model
was selected because it provides a good balance between e�ciency and strong discriminative ability. Unlike
some work in CIL, our approach involves learning both the feature extractor and classi�er layers of the network.
Imagery is resized to 224x224 pixels and expanded to the RGB color space for compatibility with existing
NN architectures. Every time a batch of data is sampled, data augmentations are applied using the auto-
augmentation code of Bang et al.,50 and the data samples are normalized using precomputed mean and standard
deviation values. For most experiments, we use a standard ADAM optimizer103 with a �xed learning rate of
1:0e� 4 and weight decay of 1:0e� 5. For the \disjoint" setting on MSTAR, we use a higher learning rate of
1:0e� 3. A step scheduler reduces the learning rate by a factor of 0.9 every epoch. Optimizers are reset between
every learning experience and between phase 1 and phase 2 as described in Section 3.4.

Continual Learning Hyperparameters: Slightly di�erent training procedures are followed based on the
CL algorithm. We use ten instances per minibatch unless otherwise noted. We report the number of epochs
for di�erent stages of the per learning experience training loop for di�erent continual learning algorithms in
Table 1. It is important to note that for experiments involving creating a replay bu�er, we use a
�xed 200 sample bu�er for MSTAR and a �xed 2000 sample bu�er for SynthWakeSAR . These
sizes were determined via experimentation as described in Appendix B. We use default hyperparameters for the
CL algorithms as de�ned in their code implementations from Avalanche and the PuriDivER code base unless
otherwise noted.

Curriculum Design: Most experiments focus on the blurry class-incremental learning setting; although, we do
run an additional experiment on MSTAR for disjoint class-incremental learning. The standard curriculum
(ordering of learning experiences) we employ involves �ve experiences with two major classes
per experience with no repeated major classes under the blurry setting with 90% of data within
each experience sampled from the major classes and 10% sampled from the remaining classes.
Experiments use this setting unless otherwise noted. To study how the model performs for longer curriculum
in the more challenging one-class incremental learning setting,104 we run an additional experiment on MSTAR
where we seed the �rst experience with two classes and add an only a single class at a time for eight additional
experiences.

Experimental Trial Settings: For each MSTAR-based experiment, we run �ve trials with di�erent random
seeds (de�ning di�erent task orderings, batch orderings, model parameter instantiations, etc.) per experimental
setting. For each SynthWakeSAR-based experiment, we run three trials with di�erent random seeds per experi-
mental setting (due to the much larger dataset size). In most experiments, we control the level of noise, typically
considering the noise-free, 20% corrupted, and 40% corrupted settings.

Hardware and Software: Our code is developed in PyTorch with GPU acceleration. We use the Avalanche
framework95, 96 for continual learning to manage our experiments and for implementations of DER and DER++.
The PuriDivER codebase50 is used for data auto-augmentation and for implementations of reservoir sampling,



greedy sampling, rainbow memory, and PuriDivER. Many experiments are run in parallel on a cluster of compute
nodes with a range of intel-based server-grade CPUs (48-96 cores per node) and NVidia GPUs (2080Tis and
A5000s) with large amounts (32GB+) of RAM. Note that in practice, our approach can easily run on much more
limited hardware resources (e.g. consumer-grade laptops and embedded systems).

4.5 Research Question: How Challenging is the Incremental SAR ATR Problem
Compared to the Static SAR ATR Problem?

The �rst question to be addressed is whether existing SAR ATR approaches can be directly leveraged for the
incremental SAT ATR problem, or is there something inherently more challenging about the incremental setting
that requires special machinery? The machine learning literature13 suggests that continuous �netuning of a
machine learning model across distribution shifts results in signi�cant catastrophic forgetting in most domains.
To verify that this hypothesis holds in the incremental SAR ATR domain, we train two models, a \joint learner",
and a \na•�ve sequential learner" on a curriculum without any added noise. As a reminder, the joint learner trains
on all available data during a single learning experience, which is equivalent to the \static" machine learning
problem, and the na•�ve sequential learner trains on a sequence of learning experiences with di�erent major
classes per experience without revisiting any past data. We run experiments on the standard curriculum de�ned
above for both MSTAR and SynthWakeSAR. Results appear in the \Noise=0.0" columns of Tables 2 and 3. For
MSTAR, by switching from the static setting (joint learner) to the continual setting (na•�ve sequential learner),
we see a drop in accuracy of 10.3%. For SynthWakeSAR, we see a larger drop of 16.4%. While these are not fatal
drops in performance, they still represent a sizable loss, and we'd expect to see bigger drops on more challenging
datasets and curricula. This suggests that incremental SAR ATR is a non-trivial problem. We will see in future
sections, that incremental SAR ATR becomes even more challenging when combined with certain types of noise.

Table 2. Standard Blurry Curriculum - MSTAR. Evaluating how di�erent algorithms are a�ected as the proportion
of label noise increases on the MSTAR dataset. This setting involves a blurry CIL curriculum with �ve experiences
with two major classes per experience and varying amounts of label noise. The replay memory size is �xed at 200 samples.

Noise=0.0 Noise=0.2 Noise=0.4
Algorithm Accuracy Forgetting Accuracy Forgetting Accuracy Forgetting

Joint Learner
0.976

� 0.007
N/A

0.941
� 0.006

N/A
0.892

� 0.013
N/A

Joint Learner + CRUST
0.956

� 0.014
N/A

0.921
� 0.008

N/A
0.865

� 0.021
N/A

Naive Sequential Learner
0.873

� 0.033
0.119

� 0.056
0.655

� 0.056
0.264
� 0.05

0.449
� 0.045

0.396
� 0.056

Random Replay
0.95

� 0.014
-0.046
� 0.018

0.819
� 0.036

-0.016
� 0.031

0.592
� 0.024

0.046
� 0.032

DER
0.966

� 0.012
0.014

� 0.012
0.791

� 0.019
0.209

� 0.044
0.525

� 0.016
0.494

� 0.037

DER++
0.958

� 0.008
0.028

� 0.018
0.626

� 0.041
0.393

� 0.063
0.364

� 0.027
0.693

� 0.024

Reservoir Sampling + DivideMix
0.902

� 0.075
-0.121
� 0.071

0.826
� 0.013

-0.081
� 0.091

0.616
� 0.055

-0.084
� 0.073

Greedy Sampler + DivideMix
0.919
� 0.01

0.002
� 0.035

0.777
� 0.052

0.032
� 0.065

0.601
� 0.029

0.083
� 0.063

Rainbow Memory + DivideMix
0.909

� 0.025
-0.019
� 0.065

0.735
� 0.083

0.11
� 0.026

0.6
� 0.043

0.132
� 0.064

PuriDivER
0.899

� 0.031
0.055
� 0.03

0.72
� 0.033

0.203
� 0.085

0.536
� 0.041

0.277
� 0.056

Continual CRUST
0.944

� 0.016
-0.049
� 0.018

0.895
� 0.02

-0.053
� 0.035

0.743
� 0.046

-0.048
� 0.061



Table 3. Standard Blurry Curriculum - SynthWakeSAR. Evaluating how di�erent algorithms are a�ected as the
proportion of label noise increases on the SynthWakeSAR dataset. This setting involves a blurry CIL curriculum with
�ve experiences with two major classes per experience and varying amounts of label noise. The replay memory size is
�xed at 2000 samples.

Noise=0.0 Noise=0.2 Noise=0.4
Algorithm Accuracy Forgetting Accuracy Forgetting Accuracy Forgetting

Joint Learner
0.935

� 0.002
N/A

0.902
� 0.003

N/A
0.85

� 0.001
N/A

Joint Learner + CRUST
0.908

� 0.001
N/A

0.847
� 0.001

N/A
0.778

� 0.003
N/A

Naive Sequential Learner
0.771

� 0.024
0.221

� 0.023
0.503

� 0.014
0.438

� 0.028
0.326

� 0.015
0.544

� 0.025

Random Replay
0.874

� 0.008
0.048

� 0.006
0.674

� 0.003
0.125

� 0.017
0.487

� 0.009
0.211

� 0.011

DER
0.895

� 0.006
0.093

� 0.012
0.682

� 0.018
0.285

� 0.029
0.481

� 0.008
0.474
� 0.02

DER++
0.856

� 0.012
0.144

� 0.019
0.562
� 0.03

0.447
� 0.032

0.349
� 0.017

0.643
� 0.027

Reservoir Sampling + DivideMix
0.802
� 0.01

-0.1
� 0.041

0.559
� 0.008

0.049
� 0.042

0.389
� 0.011

0.063
� 0.025

Greedy Sampler + DivideMix
0.81

� 0.01
-0.144
� 0.013

0.573
� 0.009

-0.043
� 0.076

0.418
� 0.021

0.084
� 0.063

Rainbow Memory + DivideMix
0.726

� 0.012
0.115

� 0.035
0.571

� 0.034
0.184

� 0.029
0.455

� 0.006
0.189

� 0.013

PuriDivER
0.812

� 0.012
0.155

� 0.018
0.599

� 0.021
0.249

� 0.039
0.442

� 0.006
0.321

� 0.039

Continual CRUST
0.851

� 0.009
0.053

� 0.014
0.72

� 0.012
0.097

� 0.029
0.532

� 0.013
0.174

� 0.016

4.6 Research Question: Does Label Noise Impact the Incremental SAR ATR Problem?

Next, we aim to understand if combining continual learning with label noise has a compounding e�ect on the
di�culty of the learning problem. Following the standard experimental curriculum, we look at how the joint
learner and na•�ve sequential learner perform as we increase the proportion of label noise for the MSTAR and
SynthWakeSAR datasets. Initially, data is sampled with perfect label information. Then, it is increased so
20% of samples are mislabelled (noisy samples are selected uniformly randomly; i.e., noise is symmetric across
classes). Finally, we mislabel 40% of the data. Results appear in Tables 2 and 3.

For the joint learner, going from zero noise to 20% noise, we see a 3.5% drop on MSTAR and 3.3% drop on
SynthWakeSAR. Going from zero noise to 40% noise, we see an 8.4% drop in accuracy on MSTAR and 8.5% drop
on SynthWakeSAR. This suggests that the ATR problem does become more challenging as label noise increases.
However, even under extreme label noise, for the static learning setting, the ATR models are still able to largely
learn around the noise, not exhibiting a fatal loss of accuracy.

Results are much more stark when looking at the na•�ve sequential learner. Increasing from zero noise to 20%
noise, we see a 21.8% drop on MSTAR and 26.8% drop on SynthWakeSAR. Going from zero noise to 40% noise,
we see a 42.4% drop in accuracy on MSTAR and 44.5% drop on SynthWakeSAR. Label noise in combination
with incremental learning causes a catastrophic loss in recognition performance, providing evidence that noisy
incremental SAR ATR is a major problem worthy of additional study.



4.7 Research Question: Are Continual Learning Algorithms Robust to Label Noise?

We've seen that label noise in incremental SAR ATR is a signi�cant problem. This prompts us to ask, are there
any standard and state-of-the-art methods that are robust to label noise? Speci�cally, Continual CRUST is the-
oretically motivated w.r.t. robustness to label noise, do these motivations translate to practical (i.e. empirically-
measurable) robustness? We investigate this question from several di�erent perspectives including the i) shorter
vs longer (one-class) curricula, ii) the blurry vs disjoint setting, and iii) label noise resulting from improperly
�ltered background measurements.

4.7.1 Blurry Incremental SAR ATR w/ Label Noise: Standard Curriculum

We examine how a number of common and state-of-the-art baselines perform on the standard curriculum de-
scribed earlier. If we look at the results in Tables 2 for MSTAR and 3 for SynthWakeSAR, we see several
interesting trends. Unsurprisingly, in general, employing any machinery for continual learning improves per-
formance over the na•�ve sequential learner. Some methods do outperform others. In particular, our proposed
Continual CRUST method outperforms the second best CL method by at least 4% in terms of accuracy in all
cases when at least 20% of samples are mislabelled and is competitive with other approaches in the noise-free
setting. It also tends to exhibit less forgetting than other high-performing approaches.

In general, we are a bit surprised to see methods designed speci�cally for label noise (i.e., Reservoir Sampling
+ DivideMix, Greedy Sampler + DivideMix, Rainbow Memory + DivideMix, PuriDiVER) do not always outper-
form generic CL algorithms like DER and random replay. This is surprising as in other domains, these methods
(especially PuriDivER) are state-of-the-art for noisy label continual learning. One explanation for lackluster
performance of these methods is that the implementations used in this work are based on versions originally
designed forstreaming settings and our extension to batch-based learning might not be optimal. However, if we
look at the purity of replay bu�ers learned by these approaches (Fig. 4), we see that for the methods where the
replay is speci�cally designed to �lter out noisy samples (rainbow memory, PuriDivER, Continual CRUST), in
most cases, there is a marked improvement in purity compared to those that do not prioritize �ltering out noisy
samples. This suggests that the models are in fact learning to separate clean from noisy samples, but i) the replay
bu�ers may be focusing on samples that are too \easy" (i.e. not diverse w.r.t. the challenging clean samples)
or ii) the models may be over�tting to the samples in the small replay bu�er. Interestingly, Continual CRUST
�nds purer coresets for the replay bu�ers while achieving higher performance than standard CL algorithms.

Figure 4. Evaluating how di�erent algorithms are e�ected in terms of purity as the proportion of label noise increases on
the MSTAR (left) and SynthWakeSAR (right) datasets. This setting involves a blurry CIL curricula with �ve experiences
with two major classes per experience and varying amounts of label noise. The replay memory size is �xed at 200 samples
for MSTAR and 2000 samples for SynthWakeSAR.



4.7.2 One-Class Blurry Incremental SAR ATR w/ Label Noise

The �ve tasks, two major classes per task setting is a relatively easy setting for incremental SAR ATR. We want
to see if the same trends occur when evaluating on a more challenging curriculum. In this section, we consider
the one-class blurry incremental SAR ATR problem, where during the �rst experience, the system is initialized
with two major classes, but for every subsequent experience, only one additional major class appears. This
makes the problem more challenging for two reasons: i) the curriculum length is approximately doubled, which
means the recognition model needs to maintain knowledge about classes for longer stretches, i.e. there are more
opportunities for the model to succumb to catastrophic forgetting and ii) there is less information available for
the recognition model to utilize within each experience because most data only comes from a single major class,
which makes learning e�ective decision boundaries a bigger challenge. This is also realistic of potential practical
situations, i.e. where data collects are focused on a speci�c new target-of-interest, and information about the
new target class needs to be integrated with an existing recognition model. Results are reported for MSTAR in
Table 4 and Fig. 5. Trends are very similar to those of Section 4.7.1. On average, for most methods, we see
a small (few points) decrease in �nal experience accuracy. Furthermore, we see higher purity for methods that
speci�cally aim to �lter out noisy data. This suggests that most of these methods are at least somewhat robust
to more challenging operating conditions; albeit, it should be noted that MSTAR is a relatively easy dataset
from a machine learning perspective.

Table 4. One-Class Blurry Curriculum - MSTAR. Evaluating how di�erent algorithms are a�ected as the proportion
of label noise increases on the MSTAR dataset. This setting involves a blurry CIL curriculum with nine experiences with
the �rst experience containing two major classes with only a single major class for each subsequent experience and varying
amounts of label noise. The replay memory size is �xed at 200 samples.

Noise=0.0 Noise=0.2 Noise=0.4
Algorithm Accuracy Forgetting Accuracy Forgetting Accuracy Forgetting

Joint Learner
0.973

� 0.009
N/A

0.936
� 0.029

N/A
0.878

� 0.036
N/A

Joint Learner + CRUST
0.932

� 0.028
N/A

0.924
� 0.024

N/A
0.855

� 0.037
N/A

Naive Sequential Learner
0.833

� 0.048
0.157

� 0.051
0.606

� 0.079
0.337

� 0.064
0.437

� 0.078
0.455
� 0.04

Random Replay
0.947

� 0.018
-0.077
� 0.032

0.822
� 0.02

-0.028
� 0.032

0.591
� 0.016

0.089
� 0.04

DER
0.97

� 0.024
0.029

� 0.036
0.853

� 0.051
0.155
� 0.03

0.62
� 0.03

0.385
� 0.057

DER++
0.948
� 0.03

0.049
� 0.042

0.717
� 0.056

0.297
� 0.033

0.454
� 0.051

0.571
� 0.065

Reservoir Sampling + DivideMix
0.918

� 0.024
-0.291
� 0.035

0.766
� 0.054

-0.257
� 0.093

0.582
� 0.034

-0.202
� 0.067

Greedy Sampler + DivideMix
0.891

� 0.035
-0.007
� 0.027

0.679
� 0.153

0.026
� 0.059

0.571
� 0.038

0.111
� 0.028

Rainbow Memory + DivideMix
0.87

� 0.046
0.004
� 0.03

0.784
� 0.017

0.037
� 0.069

0.606
� 0.043

0.175
� 0.068

PuriDivER
0.893

� 0.033
0.069

� 0.037
0.714

� 0.058
0.198

� 0.032
0.519

� 0.037
0.352

� 0.053

Continual CRUST
0.937

� 0.019
-0.062
� 0.033

0.889
� 0.022

-0.053
� 0.032

0.728
� 0.031

-0.005
� 0.025

4.7.3 Noisy Disjoint Continual Learning

Up to this point, we've only considered the blurry setting where every experience has a small amount of data from
the other targets-of-interest in addition to the major classes. In practice, this assumption may be unrealistic due



Figure 5. Evaluating how di�erent algorithms are e�ected in terms of purity as the proportion of label noise increases
on the MSTAR dataset. This setting involves a blurry one-class CIL curricula with varying amounts of label noise. The
replay memory size is �xed at 200 samples.

to how data collection events are organized or as a result of the approach to labeling. Furthermore, the disjoint
CL setting is important to consider because it also helps us understand how the recognition model may perform
when data from unseen future classes appear prematurely and are confused with known targets-of-interest. We've
observed that this can make the incremental SAR ATR problem more challenging.

In this set of experiments, we want to understand if Continual CRUST, speci�cally, can handle the disjoint
CIL setting. Note that in our companion technical report on noise-tolerant learning with electro-optic imagery,105

we've seen Continual CRUST is capable of handling this setting, even under the challenging one-class incremental
learning scenario.

As in most other experiments, we consider the incremental SAR ATR problem under label noise with �ve
experiences and two classes per experience. However, unlike earlier experiments, class labels are entirely disjoint
between learning experiences, (but other classes, including unknown future classes, can still appear mislabeled
in earlier experiences). For this problem, we observe mixed results.

On the MSTAR dataset (Table 5, Fig. 6), we see that the disjoint incremental SAR ATR problem is a more
challenging problem than the blurry incremental SAR ATR problem. When 40% of data is mislabelled, �nal
experience accuracy on Continual CRUST drops from 74.3% to 50.9%, and the model is over twice as prone to
forgetting. However, Continual CRUST still shows a marked improvement over random replay (11.3% higher
�nal experience accuracy) and about a 10-20% improvement in the purity of the replay bu�ers.

In contrast, on the SynthWakeSAR dataset with similar experimental parameters, we see no major di�erences
in any metrics between random replay and Continual CRUST. Results are not reported for brevity's sake. This
suggests that when the dataset involves performing recognition between classes exhibiting very �ne-grained
di�erences, the disjoint setting may present a large challenge for Continual CRUST.

4.7.4 Background Patches as Mislabeled Data Samples

In practice, label noise is not purely the result of confusing di�erent salient targets. In many cases, it can also
arise from false detections where the background or nontargets-of-interest pollute the data collection. Note that



Table 5. Disjoint Curriculum - MSTAR. Evaluating how di�erent algorithms are a�ected as the proportion of label
noise increases on the MSTAR dataset. This setting involves a disjoint CIL curriculum with �ve experiences with two
classes per experience and varying amounts of label noise. The replay memory size is �xed at 200 samples.

Noise=0.0 Noise=0.2 Noise=0.4
Algorithm Accuracy Forgetting Accuracy Forgetting Accuracy Forgetting

Joint Learner
0.992

� 0.005
N/A

0.885
� 0.011

N/A
0.757

� 0.022
N/A

Joint Learner + CRUST
0.962
� 0.02

N/A
0.928

� 0.015
N/A

0.804
� 0.032

N/A

Naive Sequential Learner
0.198

� 0.003
0.999

� 0.001
0.194

� 0.007
0.973

� 0.016
0.188

� 0.005
0.95

� 0.005

Random Replay
0.926

� 0.034
0.04

� 0.01
0.696

� 0.072
0.24

� 0.04
0.396

� 0.055
0.493

� 0.049

Continual CRUST
0.868

� 0.045
0.071

� 0.025
0.818
� 0.04

0.119
� 0.03

0.509
� 0.076

0.362
� 0.063

Figure 6. Evaluating how Continual CRUST compares to random replay in terms of purity as the proportion of label
noise increases on the MSTAR datasets. This setting involves a disjoint CIL curricula with varying amounts of label
noise. The replay memory size is �xed at 200 samples.

this type of noise a�ects the training of the recognition models in a di�erent way than the label noise that
has been previously discussed. Label 
ipping in earlier experiments provides feedback in direct opposition to
learning. Confusing background patches and nontarget objects (assuming appearance is su�ciently di�erent
from the targets-of-interest) with targets does not directly oppose learning, instead, it acts as an uninformative
feedback signal. Experiments show that if these uninformative samples are mixed with informative samples, the
recognition model is likely to be able to learn around the noise with minor loss in performance.

Since MSTAR does not include background patches in the dataset, we generate a dataset of synthetic back-
ground patches. Given an image with a target in it, we mask the object using information from the SARBake
overlays,94 replace the masked regions with patches from elsewhere in the same sample, and apply light smooth-
ing to reduce boundary artifacts. An example of an inpainted synthetic background image appears in Fig. 7.
We then run experiments using the standard blurry curriculum on MSTAR but we do not employ traditional
label noise; instead, we replace 40% of the data with images with the targets removed. Results appear in Ta-
ble 6. What we see is even with 40% noisy data, the continual learners do not exhibit catastrophic loss w.r.t.



Figure 7. We generate synthetic background image patches by inpainting over foreground targets in the MSTAR dataset.

�nal experience accuracy: the na•�ve sequential learner is within 1%, the random replay model loses 7.88%, and
Continual CRUST loses 6.5%. This can be partially explained by having fewer clean samples to train on in
addition to �tting to noisy distractor data. The random replay model and Continual CRUST model are also
within 1% accuracy of each other, so it would initially appear Continual CRUST is not necessarily robust to this
type of noise. However, if we instead look at the di�erence between the random replay model and Continual
CRUST in terms of replay memory purity, we see Continual CRUST produces a replay memory that is about
10% more pure than selecting samples randomly. This suggests that Continual CRUST is still exhibiting some
level of robustness even when the distractor data is uninformative instead of antagonistic as is the case in earlier
experiments.

Table 6. Filtering Foreground from Background - MSTAR. Evaluating how di�erent algorithms are a�ected as
foreground objects are increasingly replaced with background patches in the MSTAR dataset. This setting involves a
blurry CIL curriculum with �ve experiences with two classes per experience. The replay memory size is �xed at 200
samples.

Noise=0.4
Algorithm Accuracy Forgetting

Joint Learner
0.909

� 0.028
N/A

Joint Learner + CRUST
0.877

� 0.019
N/A

Naive Sequential Learner
0.761
� 0.02

0.229
� 0.078

Random Replay
0.883

� 0.034
-0.07

� 0.054

Continual CRUST
0.879

� 0.033
-0.054
� 0.053

4.8 Research Question: Does Measurement Noise Impact the Incremental SAR ATR
Problem?

We've thoroughly examined the incremental SAR ATR problem under the noisy label regime. Next, we consider
the incremental SAR ATR problem when measurement noise is present. Whereas earlier, we saw that Continual
CRUST is theoretically-motivated to be robust to noise in the label and measurement space. We now focus on
examining whether Continual CRUST is empirically robust to measurement noise.
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